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Abstract 
Identity fraud (IDF) is the fastest growing white-collar crime in many countries and 
specifically in developed countries. IDF is not a new phenomenal in human 
societies; the history of IDF can be traced back to hundreds of years ago. What 
has made it the center of attention in the past few years is the acceleration in the 
frequency and the impacts of IDF to individuals and businesses. One of the 
preliminary steps in managing IDF as a global phenomenon is to understand the 
scope of the problem and measure its different aspects. By realizing the 
importance of developing measurement systems in this area, and the recognition 
of a gap in this area of research, this study presents the previous approaches in 
developing IDF measurement systems, and uses them as benchmarks for 
developing and proposing a comprehensive measurement system for assessing 
IDF. 
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"But he that filches from me my good name/Robs me of that which not enriches him/And makes me 
poor indeed." - Shakespeare, Othello, act iii., scene 3. 
1. Introduction 
Identity fraud (IDF) is the fastest growing white-collar crime in many countries and 
specifically in developed countries. IDF is not a new phenomenal in human societies; the 
history of IDF can be traced back to hundreds of years ago. However what has made it the 
center of attention in the past few years is the acceleration in the frequency and the impacts 
of IDF to individuals and businesses. 
One of the preliminary steps in managing IDF as a global phenomenal is to understand the 
scope of the problem and measure the different aspects of IDF. In the absence of a widely 
developed and employed IDF measurement system w e are already observing 
misconceptions about the problem of IDF. One example which w e will explicitly explain in 
this paper is the biased perception that the use of new technologically advanced business 
channels such as the Internet and specifically the processes of electronic identification in 
B 2 C and G 2 C e-commerce systems increases the risk of exposures of IDF, while in fact the 
U S Trade Commission's measurement of "methods of identity theft" -which is one of the 
rare examples of an appropriate measurement systems- shows that only 0.8% of IDF 
victims actually know that the "internet" has helped IDF criminals to access their 
information. In contrast more than 1 6 % of the IDF activities have been enhanced by non-
technological factors known as Low-Tech methods, such as lost or stolen wallet or purse, 
mail theft, etc. A s a result of this misconception some individuals hesitate to use the 
internet as a method of transaction which can benefit the consumers, businesses and 
therefore the whole economy. By realizing the importance of developing measurement 
systems in this area, and the recognition of a gap in this area of research, this study presents 
the previous approaches in developing IDF measurement systems, and uses them as 
benchmarks for developing and proposing a comprehensive measurement system for 
assessing IDF. 
This paper starts with addressing the importance and different aspects of IDF, and presets 
the proposed measurement system upfront. The rest of the paper presents the evidences of 
developing each aspect of a proposed measurement system in different countries and by 
different organizations. 
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1-1 Identity Fraud vs. Identity Theft 
Different definitions of identity fraud have been presented in academic literature and by a 
wide variety of governmental and non-governmental organizations (Table 1). In many of 
the literature, the terms "Identity Fraud" and "Identity Theft" have been used frequently as 
two terminologies referring to a similar concept. However the two terms point to two 
different and yet tightly related issues. While identity theft (IDT) refers to obtaining the 
identifiers of an ID holder by ID thieves, identity fraud (IDF) refers to actual use of those 
identifiers and unlawful activities committed through the act of impersonation of ID 
victims. In other words IDT is an enabler for committing different types of IDF. We will 
present our definition of IDF in this section. 
Table 1: Definitions for Identity Fraud (Identity Theft) 
Angus M . 
Marshall and 
Brian C. 
Tompsett, 
2005 
The acquisition of sufficient data for one individual to successfully impersonate another 
Canadian 
Bankers 
Association, 
2005 
Securing pieces of an individual's personal information (e.g. birth certificate, social 
insurance card, driver's license) and using the information extracted from these forms of 
identification to impersonate the individual 
US 
Federal trade 
Commission 
Occurs when someone possesses or uses your name, address, Social Security number 
(SSN), bank or credit card account number, or other identifying information without 
your knowledge with the intent to commit fraud or other crimes 
Canadian 
Chamber 
Of 
Commerce. 
2004 Policy 
Resolutions 
Criminal activity in which a person wrongfully obtains and subsequently uses someone 
else's personal information with a view to committing a forgery or a fraud for financial 
gain 
U S Criminal 
Act 18U.S.C. 
§ 1028, Oct. 
1998 
Internet 
Crime 
Complaint 
Center (IC3) 
Knowingly transfers or uses, without lawful authority, a means of identification of 
another person with the intent to commit, or to aid or abet, any unlawful activity that 
constitutes a violation of Federal law, or that constitutes a felony under any applicable 
State or local law 
Identity theft occurs when someone appropriates another's personal information without 
their knowledge to commit theft or fraud. 
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Based on these definitions w e spot some important properties of IDF: 
- IDF is an intentional act without lawful authority. 
- Acquisition of identifiers of individuals (IDT) does not account as IDF unless those 
identifiers are being used in an unlawful act. 
- IDF involves the impersonation of an individual (IDF victim) 
Based on these properties of IDF, in this study w e define identity fraud as: "Intentional 
acquisition of identifiers of one individual without his or her authority, to successfully 
impersonate that individual and committing unlawful activities". 
1-2 Types of IDF vs. Methods of IDF 
In our study w e explored different measures of identity fraud that have been used by 
scholars, professionals and governments in North America, Europe, Australia and the Far 
East. This study presents some of the major approaches toward measuring identity theft 
around the world. However different organizations in different countries use different 
terminologies for addressing different aspects of IDF in their studies. In this paper w e 
present studies done by other organizations, and therefore it is necessary to address the 
differences in the terminology that w e use in our measurement system. W e already 
explained the difference between IDT and IDF. Another concern is the "types" and 
"methods" of IDF. 
In this study in order to design a more precise measurement system w e have differentiated 
the "types of IDF" from the "methods of IDF". "IDF Types" reflect the way in which the 
ID thieves use the stolen or forged identities of other individuals (victims of identity fraud) 
to commit unlawful acts without the knowledge of the victims; while "Methods of IDF" 
refer to the methods that have been used by identity thieves for acquiring the identifiers of 
IDF victims. 
1-3 Measures of the IDF 
Identity theft is an enabler for committing many other unlawful acts, therefore measures of 
identity theft basically should be able to reflect different aspects of unlawful acts that are 
being done using the stolen identity. 
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Studies in Canada (Statistics Canada, 2005) and the U K (Cabinet Office, July 2002) 
indicate that it is difficult to observe measure and therefore precisely categorize the identity 
theft incidents - specifically type and methods - because it is not always clear if the 
identity theft "proceeded" or "enabled" the unlawful incident to happen. This problem was 
highlighted when the U S Commission of Trade (2000) study revealed that 7 9 % of the IDF 
victims are not aware of the "method of IDT" which resulted in them being a victim of 
IDF. 
In measuring IDF, the only exception is credit card and debit card fraud, "since the 
unauthorized use of one's credit or debit card by a third party is essentially the result of 
either stealing the card information, or the use of one's personal information by a third 
party to apply for a credit card" (Statistics Canada, 2005). Therefore, it is not surprising 
that the category of Credit Card and Debit Card fraud in many IDF reports counts for a 
considerable number of the reported IDF in many of the IDF reports. 
Based on our extensive study of IDF measurement systems w e identified five categories of 
IDF measures as follow: 
1 Measurement of Types of IDF 
2 Measurement of Methods of IDF 
3 Measurement of Transnational Identity Theft 
4 Measuring the Impact of Identity Theft 
5 Measure of Business Identity Risk 
In the following sections we explore theses measures based on the empirical studies of 
different countries and organizations around the world. 
1-4 IDF Measurement in Canada 
In Canada there is a data gap in understanding different aspects of the ID fraud. However, 
there have been efforts in order to improve the measurement of fraud in Canada. One 
example of these efforts is the 2005 feasibility report on measurement of IDT which was 
carried out by Statistics Canada, which is going to be a roadmap for Statistics-Canada's 
fraud measurement system. 
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The Statistics Canada feasibility report categorizes identity theft as one of the five 
"important to measure frauds" in Canada. These five frauds are: 
1 Identity theft/false applications (particularly mortgage fraud) 
2 Fraudulent use of credit and debit (i.e. bank) cards 
3 Fraudulent use of cheques 
4 False billing 
5 Insurance claim fraud 
2. Measurement of Types of IDF 
In this section w e explore the different measurement indexes that have been used in 
Canada, U S A , Japan, and Australia for measuring types of IDF. In the conclusion we will 
present the potential indexes that w e propose to be used in measuring this dimension (type 
of IDF) of IDF. 
2-1 Measuring Types of IDF in Canada 
• Phonebusters, the Canadian Antifraud Call Center, which is jointly operated by the 
OPP (Ontario Provincial Police) and the R C M P (Royal Canadian Mounted Police), 
publishes annual statistics of the "number" and the "direct cost" of complaints that they 
receive nation wide (Table 2). However, in their published reports different types of 
IDF have not been explicitly distinguished. 
Table 2: 2005 IDF Complaints report from Phonebusters 
2005 Identity Theft Complaints 
PROVINCES 
ON 
PQ 
BC 
AB 
MB 
NS 
VICTIMS 
4729 
2614 
2010 
894 
361 
177 
$LOSS 
$4,450,122.62 
$1,864,574.23 
$1,376,499.08 
$431,221.89 
$181,490.32 
$100,036.04 
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2005 Identity Theft Complaints 
PROVINCES 
SK 
NB 
UNKNOWN 
NF 
PE 
YK 
NT 
TOTALS 
VICTIMS 
157 
127 
82 
58 
18 
3 
1 
11231 
$LOSS 
$87,641.63 
$29,107.52 
$4,350.00 
$43,358.02 
$5,907.63 
$1,285.00 
$0 
$8,575,593.98 
Source: Phonebusters 
Canadian based Reporting Economic Crime Online ( R E C O L ) gathers and distributed 
complaints of economic crimes. In addition to providing support for "education", 
"prevention" and "awareness", R E C O L monitors the trends of current frauds based on 
real time data, and recommends an appropriate law enforcement agency for potential 
investigation. R E C O L is the product of the partnership between international, federal 
and provincial law enforcement agencies, regulators, and private organizations. 
R E C O L provides nationwide and provincial statistics of online economic crimes. In 
these reports identity theft is categorized as one of the online crimes along with other 
crimes (see Figure 1) 
Figure 1: Complaints regarding Economic Crimes 
I Complaint Itifamuttian J 
Source: RECOL 
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2-2 Measures of IDF in U S A 
The Federal Trade Commission (FTC) is one of the leading governmental organizations in 
the United States that has done extensive studies on measuring identity theft in the United 
States, and also provides prevention and control solutions for identity theft. 
In a study of IDF, the Federal Trade Commission of the U S A (2000) measured the identity 
theft based on the number of complaints they had received. They categorized these 
complaints based on the use of stolen identity of individuals into six major categories: 
• Credit Card Fraud (50% of complaints) 
• Unauthorized phone or utility service (28%) 
• Bank Fraud (17%) 
• Fraudulent Loans (10%) 
• Government Documents or Benefits (8%) 
• Other Theft Types (22%) 
In this study some of the victims were found to have been the victims of not one but several 
types of IDF. In other words, the findings show that when criminals acquire the identifiers 
of IDF victims they try to use that information in as many different types of fraud as they 
can. 
The U S FTC, in its 2003 survey, measured the types of IDF among three categories (Figure 
2): 
a. Theft of Existing Credit Card Only (Figure 3) 
b. Theft through opening new accounts & other frauds (Figure 4) 
c. Theft of Other existing accounts 
7 
too*-
so*>-
60*^ 
«o%-
0% 
Figure 2: Types of IDF 
34* 
32% 
**% 
\ 1 
New accounts & other frauds Other existing accounts 
Source: Federal Trade Commission 
Existing credit card only 
Figure 3: Existing Accounts Misused 
Source: Federal Trade Commission 
Figure 4: New Accounts Opened by Identity Thieves 
i%
 5 % 
Ci.Hitoard* (.«>« T.Hption. ChMkrafll IMjrnrt Oth»f Imuran.:. 
s«rvlc« savings aeeoynls 
Source: Federal Trade Commission 
• In order to gather information and complaints regarding Internet related crimes, FBI 
(Federal Bureau of Investigation), and N W 3 C (National White Collar Crime Center) 
established the Internet Crime Complaint Center (IC3)1. IC3 receives a variety of 
complaints in matters related to Intellectual Property Rights (IPR), Computer Intrusions 
(hacking), Economic Espionage (Theft of Trade Secrets), Online Extortion, Different of 
Internet facilitated crimes, Identity Theft, and International Money Laundering. 
IC3 monitors the identity theft and has categorized "identity theft fraud" as an "online 
fraud" along with other types of cyberspace crime. In IC3's 2005 annual report, IC3 has 
categorized received complaints into nine categories. These nine categories are: 
- Financial Institution Fraud - Government Fraud 
- Gaming Fraud - Investment Fraud 
- Communications Fraud - Business Fraud 
- Utility Fraud - Confidence Fraud 
Insurance Fraud 
According to the methodology of this report IDF falls into the category of "Financial 
Institution Fraud". 
2-3 Measures of IDF in Japan 
The 2004 report of the National Policy Academy of Japan focuses on cyber-crimes. This 
report categorized cyber-crimes into three groups (Figure 5): 
- Violations of Unauthorized Access Prohibition L a w 
- Crimes involving computers or electromagnetic records 
- Crimes taking advantage of networks 
1
 http://www.ic3.gov/ 
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Figure 5: Cyber-Crimes in Japan 
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Source: National Policy Academy of Japan 
In this report seven categories of cyber-crime are identified: 
- Fraud or unethical marketing practice 
Internet auction 
- Illegal or harmful information 
Spams 
- Defamation, slander, or the like 
Unlawful access or computer virus 
- Other 
The study of Japan National Policy Academy mainly focuses on measurement of IDF in 
electronic networks. 
2-4 Measures of IDF in Australia 
In defining the concept of identity crime, the Australian Center for Research Policing 
(ACPR) and The Australian Transaction Reports and Analysis Centre in their March 2006 
report provide three distinguished interrelated concepts: 
- Identity Crime: Identity crime refers to offences in which a perpetrator uses a false 
identity in order to facilitate the commission of a crime. 
- Identity Fraud: Identity fraud refers to the gaining of money goods, services or other 
benefits through the use of a false identity. 
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- Identity Theft: Identity theft involves the theft of a pre-existing identity. 
This report distinguishes identity theft from other types of fraud such as: "Identity 
Fabrication" and "Identity Manipulation". 
The 2005 report of A C P R provides some applications of each type of identity related 
frauds, which can be used to measure the fraud. 
This study viewed ID Crime as an enabler of a range of crimes including: 
- People smuggling, drug trafficking, money laundering, pedophilia, terrorism and 
murder, but is most commonly typified by identity fraud. 
- Identity Fraud: Includes illegal activities using false identity for unlawful gain of 
money, goods, services or other benefits such as: 
• Counterfeiting and skimming of credit cards; 
• The use of stolen credit cards or credit card numbers; 
• Fraudulently obtaining money, loans, finance and credit; 
• Fraudulently obtaining benefits, pensions or entitlements; and 
• Evading the payment of taxes, levies or other debts 
3. Measurement of Methods of IDF 
Methods of identity theft reflect how IDF criminals have gathered the identifiers of IDF 
victims. In this part, w e present the measures which are being developed in different 
countries and by different organizations for measuring the methods used by IDF criminals. 
In sections 2-1, 2-2, 2-3 and 2-4 w e have introduced a number of organizations that have 
studied different methods of IDF; and in sections 2-5 and 2-6 w e have introduced some of 
the most important topics in measuring the methods of IDF. 
3-1 PhoneBusters (Canada) 
PhoneBusters collects information on different types of fraud (Table 3)2. This organization 
has categorized identity theft as one of the "scams" which they monitor (Table 3). 
2
 Phonebusters www.phonebusters.com 
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Table 3: Types of Fraud as reported by PhoneBusters 
900 Scams 
Advanced Fee Letter 
Fraud (419/ Nigerian 
Letters) 
Identity Theft 
Phishing 
Recovery Pitch 
Advanced Fee Loans 
Cheque Overpayment 
Fraud 
Inheritance 
Prize Pitch 
Travel 
Consumer Tips 
Office Supplies / 
Directory 
False Charities 
Pyramid Schemes 
Vishing 
More information on each of these types of scams in available on www, phonebusters. com 
3-2 Federal Trade Commission (FTC) 
The FTC study (2000) revealed that 6 0 % of consumers (IDF victims) provided some sort 
of information to the IDF suspect, and 1 4 % of the IDF victims had some sort of 
relationship (family member, neighbor, workplace acquaintance ...) with the IDF suspect. 
Only 2 1 % of consumers had information on the method of obtaining the information by the 
IDF suspect. The Federal Reserve Bank of Boston also confirms this result and states that 
8 0 % of IDF victims "have no idea how an identity thief obtained their information."3 
These methods are as follow (Figure 6): 
http:/Av\vw.bos.frb.org/consumer/identitv/idthefthtm 
http://\\^ -w.ftc.gov/os/7.nno/08/idtheftdataspHf 
INFORMATION ON IDENTITY THEFT FOR CONSUMFRqiwrAT TC™XTT A ^ 
1999 TO JULY 2000 ^UIN^UMERS IN CALIFORNIA - FROM NOVEMBER 
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Figure 6: Methods of Obtaining Consumer's Information 
November 1999 through September 2000 
Does the Consumer have 
information on the Method of 
Obtaining Information? 
If Yes, what was the Method of 
Obtaining Information? 
Wallet or Purse 
Lost or Stolen 
47% 
al Trade Cctnmlsifoi 
itdraootferam 
Mail Theft or 
Fraudulent Address 
Change Filed 
2 3 % 
Application for Loan, 
Job Compromised 
7% 
Employment Records 
Compromised 
5%' 
Internet Solicitation or 
Purchase 
Financial or Credit 
Institution 
4% Telephone Solicitation 
1% 
In 1999, the Identity Theft Data Clearinghouse of the U S Federal Trade Commission 
developed the Identity Theft Data Clearinghouse with the goal of establishing a central 
nationwide repository for law enforcement access to identity fraud complaints . 
According to the Identity Theft Data Clearinghouse, the most common types of LDF are as 
follow5: 
using or opening a credit card account fraudulently 
opening telecommunications or utility accounts fraudulently 
passing bad checks or opening a new bank account 
getting loans in another person's name 
working in another person's name 
In this FTC study the number of reported complains have been the main index of 
measuring IDF. 
1
 http://www.psepc-sppcc. gc.ca/prg/le/bs/report-en.asp#4 
'htt^://www.ftc.gov/bcp/corume/pubs/genera1/id1Jieftfact.htm 
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3-3 e-CrimeWatch (US) 
The e-CrimeWatch Survey (2004) is conducted by the U S Secret Service, C S O magazine 
and Carnegie Mellon University Software Engineering Institute's C E R T Coordination 
Center. In this survey different types of "identity theft" are categorized as "electronic 
crimes". Electronic crimes are defined as "any criminal violation in which electronic media 
is used in the commission of that Crime" (Table 4). 
Table 4: Types of Electronic Crimes 
Virus or other malicious code 
Denial of service attack 
Illegal generation of SPAM email 
Unauthorized access by an insider 
Phishing 
Unauthorized access by an outsider 
Fraud 
Theft of intellectual property 
Theft of other proprietary info 
Employee identity theft 
Sabotage by an insider 
Sabotage by an outsider 
Extortion by an insider 
Extortion by an outsider 
Other 
Don't know 
77% 
44% 
38% 
36% 
31% 
27% 
22% 
20% 
16% 
12% 
11% 
11% 
3% 
3% 
11% 
8% 
Source: CERT 
3-4 Top 10 Consumer Fraud Complains (US) 
In a current report6 (January 2006) of "Top 10 Consumer Fraud Complains" by the U S 
Trade Commission, different types of IDF are measured based on the number of reported 
identity fraud complaints. According to this study, "Identity theft (fraud) complaints 
represented 37 percent of the 686,683 complaints filed"7. Other top categories of fraud 
complaints, which are presented based on frequency of occurrences, for 2005 are presented 
in Table 5. 
6
 http://www.ftc.gov/opa/2006/01/topten htm 
http://www.ftc.gOv/opa/2006/01/topten htm 
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Table 5: Top Consumer Fraud Complains 
Type of IDF 
Identity theft/fraud 
Internet Auctions 
Foreign Money Offers 
Shop-at-Home/Catalog Sales 
Prizes/Sweepstakes and Lotteries 
Internet Services and Computer 
Complaints 
Business Opportunities and 
Work-at-Home plans 
Advance-Fee Loans and Credit 
Protection 
Telephone Services 
Other 
Percentage 
O f complaints 
37 percent 
12 percent 
8 percent 
8 percent 
7 percent 
5 percent 
2 percent 
2 percent 
2 percent 
17 percent 
Source: Federal Trade Commission (US) 
"Other findings from the report include"8: 
• Internet-related complaints accounted for 46 percent of all fraud complaints. 
• The percent of Internet-related fraud complaints with "wire transfer" as the reported 
payment method more than tripled between 2003 and 2005. 
. The major metropolitan areas with the highest per capita rates of consumer fraud 
reported were Washington, D C ; Tampa/St. Petersburg/Clearwater, FL; and Seattle, 
WA. 
. Credit card fraud was the most common form of reported identity theft, followed by 
phone or utilities fraud, bank fraud, and employment fraud. 
. The most frequently reported type of identity bank fraud was electronic funds transfers. 
. The major metropolitan areas with the highest per capita rates of reported identity fraud 
" were Phoenix/Mesa/Scottsdale, A Z ; Las Vegas/Paradise, N Y ; and Riverside/San 
Bernardino/Ontario, CA. 
3-5 F T C : H o w victims Discovered they are IDF Victim 
Another measure that the F T C of the U S has used in it's 2003 study is how victims 
discovered that they are a victim of IDF. 
http://www.ftc pov/opa/2006/01 /topten.htm 
The most common ways include: Monitoring account, Company notification, Theft 
Victims (which means the victims knew that they had lost their personal information 
because they had lost a wallet or purse or were victims of theft), While Obtaining Credit 
(Figure 7). 
Figure 7: How Victims Discovered IDF 
$6% 
40% 
20% 
Monitoring account C o m p a n y 
notification 
Source: Federal Trade Commission 
Theit victim While obtaining 
credit 
3-6 FTC: H o w information was obtained 
In its study, the FTC measured the source of information for three types of theft, namely: 
new accounts and other frauds, other existing accounts, and existing credit card only 
(Figure 8). 
Figure 8: How Information was obtained 
80% 
• New accounts & other frauds 
a Other existing accounts 
n Existing credit card only 
Theft Transaction 
Source: Federal Trade Commission 
Other Don't know 
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4. Measurement of Transnational Identity Fraud 
It is a fact that a portion of the identity thieves are located in other countries than where 
their victims are located. Therefore, measurement of identity fraud can be based on the 
national and transnational location of identity thieves and victims. In this part we present 
the different indexes which are useful for measuring the extent of identity fraud in the 
global stage. From this perspective, there are three indexes of "methods", "frequency", and 
"cost" of transnational IDF that can be generated. 
After explaining the available indexes in this area, we will present our proposed indexes for 
measuring transnational IDF. 
4-1 IC3 
IC3 is one example of organizations that receive and record complaints from the individual 
IDF victims located all around the world. In its 2005 report, IC3 identifies the top ten 
countries that count the individual complaints (IC3 Report 2005) (Table 6). 
Table 6: Top Ten Countries which are the origin of 
Individual Complaints about the Internet crimes 
Internet Crime Coja 
Country 
United States 
Canada 
Australia 
United Kingdom 
Germany 
Netherlands 
France 
India 
Singapore 
Italy 
iplaint Center (IC3) 1 
Percentage 
92.5% 
2.37% 
0.77% 
0.47% 
0.25% 
0.22% 
0.20% 
0.18% 
0.15% 
0.13% 
4-2 eConsumer.gov 
Established in 2001, eConsumer.gov is the result of the collaboration of ICPEN 
(International Consumer Protection and Enforcement Network) countries, most of which 
are members of the Organization for Economic Cooperation and Development (OECD). 
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This organization is a joint effort to gather, share, and report, transnational (cross-border) 
ecommerce complains, including Identity Fraud (Table 7). Identity fraud counts for 6 % of 
total complaints that eConcumer.gov receives (Figure 9). 
Table 7: Top Ten Locations of Consumers who have submitted their complaints to 
eConsumer and Companies that Consumers have filed Complaints against them 
Location of consumers who have submitted their 
complaints to eConsumer 
Top Consumer Locations Complaints 
United States 4,081 
Australia 255 
United Kingdom 230 
Canada 159 
France 46 
India 40 
Mexico 40 
Belgium 39 
Germany 34 
Location of companies that consumers have filed 
complaints against them 
Top Company Locations 
United States 
United Kingdom 
Canada 
Nigeria 
China 
Netherlands 
Spain 
Italy 
Germany 
Complaints 
1,231 
892 
301 
239 
190 
156 
122 
120 
114 
Source: eConsumer.gov 
Figure 9: Types of Complaints that eConsumer receives 
January I - June 30, 2006 
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5. Measuring the Impact of Identity Fraud: 
In .his section we explore the impact of IDF on the victims of this fraud. W e can group 
these measures into four categories: 
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- Direct financial impact 
- Indirect financial impact 
- Non-financial impact 
- Emotional and psychological impacts 
According to the 2004 report of the Canada Bi-national Working Group on Cross-Border 
Mass Marketing Fraud w e can categorize the financial impact of IDF into two categories: 
- Direct financial loss 
- Indirect costs that identity fraud cause for its victims 
In both of these categories some of the key measures that can be of interest to researchers 
and organizations include (and not limited to): 
- Individuals Average loss per victim 
- Corporate Average loss 
- Number of Hours victims spent resolving their problems 
W e bring examples of available measure that are being used for measuring each category, 
and at the end of the paper w e propose our comprehensive measurement indexes. 
5-1 Measuring the Direct Financial Cost of Identity Fraud 
Individuals and businesses can be affected directly by different types of identity theft. 
5-1-1 General Cost of IDF (Phonebusters) 
In addition to the annual statistics of the number of reported identity fraud measures, 
Canada-based Phonebusters also reports the annual financial losses of identity fraud (see 
Table 8, for 2005 reports) 
9
 http://www.psepc-sppcc.gc ra/prg/1e/bs/renort-en.asp#4 
Table 8: Identity Fraud Complaints in Canada -2005 
Provinces 
ON 
PQ 
BC 
AB 
MB 
NS 
SK 
NB 
UNKNOWN 
NF 
PE 
YK 
NT 
TOTALS 
.;' 
Victims 
4729 
2614 
2010 
894 
361 
177 
157 
127 
82 
58 
18 
3 
1 
11231 
Loss 
$4,450,122.62 
$1,864,574.23 
$1,376,499.08 
$431,221.89 
$181,490.32 
$100,036.04 
$87,641.63 
$29,107.52 
$4,350.00 
$43,358.02 
$5,907.63 
$1,285.00 
$0 
$8,575,593.98 
Source: Phonebusters 
5-1-2 Money Paid Out of Pocket: Money Paid Out of Pocket vs. Value Theft Obtained 
The 2003 survey of the U S Federal Trade Commission presents a comprehensive 
measurement of IDF cost. According to this report, individual victims of identity fraud 
spend an average of U S $500 to repair the damage of IDF to their credit rating, reputation, 
credibility, and future operations. 
In measuring the identity fraud in this study, two indexes have been measured to assess 
IDF: 
- Misuse of Existing Accounts (Both Credit Card & Non-Credit Card) 
- N e w Accounts & Other Frauds 
This report also presents separate measurements for the direct loss of "Corporate" and 
"individual" as a result of IDF (Table 9). 
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Table 9: Business and Corporate Direct Financial Loss 
Victims in the Last Year 
Percent of Population 
Number of Persons2 
Loss to Businesses, inc. 
Financial Institutions 
Average Per Victim1 
Total 
Loss to Victims 
Average Per Victim 
Total 
Hours Victims Spent Resolving 
Their Problems 
Average Per Victim 
Total 
N e w Accounts & 
Other Frauds 
1.5% 
3.23 million 
S10,200 
S32.9 billion 
51,180 
S3.8 billion 
60 hours 
194 million hours 
Misuse of Existing 
Accounts (Both Credit 
Card & Non-Credit Card) 
Credit Card - 2.4 % 
Non Credit Card - 0.7 % 
6.68 million 
52,100 
S14.0 billion 
S160 
$1.1 billion 
15 hours 
100 million hours 
All ID Theft 
4.6 % 
9.91 million 
54,800 
S47.6 billion 
S500 
$5.0 billion 
30 hours 
297 million hours 
Source: Federal Trade Commission (2003) 
• Measure of "Money paid out of pocket" 
3 3 % of IDF victims did not lose any money out of their pocket. However they were still 
subject to indirect costs of IDF. The average loss for all of the IDF victims was U S $500, 
while as for the victims of "New Accounts and Other Frauds", in average U S $1200 was 
paid out of the pocket of victims (Figure 10). 
1<W* 
Figure 10: Money Paid Out ofPocket 
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SOtnec exiitina account* 
DExisUne e'emt""» «n|V 
lh>„. L . « * " 5100 
Source: Federal Trade Commission 
$»00 • $999 $1 000 or mor» 
• Measure of "value theft obtained" 
In 1 6 % of the reported LDF incidents (through N e w Account and Other method), the 
average amount obtained by the identity thieves was U S $5000, and in 3 6 % of the reported 
IDF incidents, the average amount obtained by the identity fraud was U S $5000 or more 
(Figure 11). 
Figure 11: Value Thief Obtained 
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Source: Federal Trade Commission 
5-1-3 Measure of Number of New Accounts Opened 
According to the FTC (2003) survey, while 3 1 % of the stolen identities are used for 
opening one account, 1 0 % of the stolen identities are used for opening 5-9 accounts and 
5 % of those identities are used for opening 10 or more new accounts (Figure 12). 
The number of new accounts which have been opened by each individual's identity is a 
measure of severity of IDF. 
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Figure 12: Number of New Accounts Opened 
20H 
$-9 
Source: Federal Trade Commission 
5-2 Measuring the Indirect Financial Cost of Identity Fraud 
Indirect consequences of identity fraud can be more serious that the direct costs. They 
include (and not limited to) the cost of credit repairing, credit rating, reputation, credibility, 
emotional stress, loss of productivity, and opportunity cost. 
Some of these indirect impacts of IDF, can be devastating for businesses and especially for 
SMEs, i.e. IDF among customers of a S M E , can devastatingly damage the trust of 
customers, corporate image and reputation. However, measuring these impacts is more 
difficult than measuring direct costs of IDF. 
In this part, w e present some of the measures that can reflect some of the indirect impacts 
of IDF on individuals and corporate. 
5-2-1 Time to Resolve and Time to Resolution of the Problem 
One of the important measures of indirect costs of IDF, is the time which is spent on 
identifying and stopping the fraud. The F T C (2003) measured the "time to resolve" and 
"time to resolution" of the problem (Figures 13 and Figure 14). 
It is important to note that "time to resolve" is different from "time to resolution" of the 
problem. While "time to resolve" indicates the amount of time that victims should spend to 
identify the prob.em, and report i, to the relevant organization, "time to resolution 
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: 
indicates the amount of time that has passed from first identifying the fraud until stopping 
the fraud and recovering from the impacts. 
These two measures reflect the amount of effort, loss of productivity, and severity of the 
problem. Also it can be used as a proxy for measuring the opportunity cost, the time that 
would have been spent on other productive issues by the individuals and corporations, if 
they were not involved in IDF. 
In this study which focuses on financial identity frauds, the IDF frauds are categorized into 
three groups: 
- Existing credit cards only: Misuse of the credit card's of the victims 
- N e w Accounts and Other Frauds: Opening new accounts (e.g. a new credit card) in the 
name of victims of IDF. 
- Other existing accounts: Misuse of existing accounts of IDF victims (except credit 
card), e.g. saving accounts, etc. 
According to the F T C (2003) study, 5 0 % the "Existing credit card only" frauds can be 
resolved in one hour or less, while for 2 9 % of cases of "new accounts & other frauds", it 
may take 40 hours or more to resolve the problem (Figure 13). 
Figure 13: Time to Resolve 
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Source: Federal Trade Commission 
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According to the measure of "time to resolution" of the problem, the frauds of "new 
accounts and other" frauds, are more severe. For 3 3 % of "new accounts and other" frauds 
it takes more that three months to stop, while for 5 7 % of frauds related to "existing credit 
card only", and 4 5 % of frauds related to "other existing accounts", it takes only one week 
to stop the fraudulent activities on the accounts (Figure 14). 
Figure 14: Problem Resolution 
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5-2-2 Measures of Time to Discover and Period of Misuse 
Time to discover and Period of misuse are two other measures that can represent the extent 
of the fraud (Figures 15and Figure 16). The longer the period of misuse and time to 
discover is, the higher the cost of IDF, and recovery will be. 
Figure 15: Period of Misuse 
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Figure 16: Length of Time to Discover Misuse 
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5-3 Measuring Non-financial Impact of Identity Fraud 
This category includes "warrants being issued in the victim's name, counterfeit driver's 
licenses and that the victim's real driver's license was obtained and used as the thief s" 
(Identity Theft Resource Center, 2004)10. Some other fraudulent uses of stolen identities 
are presented in table 10. 
Table 10: Other common non-financial impacts of IDF 
TYPE N % 
Warrant in victim's name due to financial crime 
Counterfeit driver's licence 
Driver's licence 
Employment in victim's name 
Medical sendees 
Tax refund in victim's name 
Government Assistance 
Auto insurance when in accident 
24 
21 
16 
13 
12 
11 
6 
2 
34 
30 
23 
25 
23 
21 
11 
4 
Source: Identity Theft Resource Center -ITRC- IDENTITY THEFT: THE AFTERMATH 2004 
5-4 Measuring Emotional and Psychological Impacts of Identity Fraud 
The study done by ITRC (2004) discovered ,ha, identity fraud victims share far more 
response similarities with A L L victims of crime than previously realized. More than 4 0 % 
10 
hQEiZAmw.idtheftcenter coTn/prfllimpdf httET/wwwJr^^ 
Com/afT.ermath2004 nrlf 
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of both samples reported stressed family life, perhaps due to their displaced anger and 
frustration. Finally, 9% and 16% in the 2004 and 2003 surveys respectively, responded that 
their relationship was "on the rocks" or ended as a result of their victimization". The 
following tables (Table 11 and Table 12) show the factors affecting the 'victim relationship 
impact with others' and 'long-term and short-term emotional impact' of IDF. 
Table 11: Victim's Relationship Impacts 
Relationship on the rocks/ended 
Family doesnt understand 
Family is supportive 
Significant other is helpful 
Family life stressed 
Feels betrayed by unsupportive 
family members and friends 
Children affected 
N/A 
•The question was worded: M y family is N O T supportive Tims, this category cannot be compared to the 
2004 category. 
Source: ITRC (2004) 
Table 12: Short Term (ST) and Long Term (LT) Emotional Impacts 
2004 2003 
2004 
%m 8.7(1?) 
23.9 (47) 
39.6(78) 
16.8 (33) 
42.6 (84) 
26.4 (52) 
25.4 (SO) 
19.3 (38) 
2003 
2y*a 
16.0 (29) 
27,1(49) 
N/A* 
13.8 (25) 
42.5 (77) 
28.7 (52) 
25.4 (46) 
34.0(18.8) 
Dental or disbelief 
Feeling defiled 
Rage or anger 
Isolation 
Betrayed 
Guilt 
Unprotected by police 
Shame/embarrassment 
Personal financial fears 
Physical safety fears 
Financial safety of family 
fears 
Inability to trust people 
Loss of Innocence 
Sense of Powerless 
Overwhelming sadness 
Loss of humor 
Inability to Concentrate 
Misplaced anger 
Withdrawal 
Start or restart unhealthy 
habits 
Sense you were grieving 
N e w or renewed illness 
Sleep disturbances 
Sense of being an Outcast 
Being undeserving of help 
Other 
ST 
% 
42.1 
39.6 
832 
34.5 
57.9 
29.4 
53.8 
29.4 
62.4 
22.8 
50.3 
42.1 
31.0 
74.1 
42.1 
28.4 
35.5 
40.6 
29.9 
223 
22.3 
20.3 
54.8 
* 
17.3 
4.1 
LT 
% 
10.8 
14.4 
41.0 
16.4 
308 
9.2 
33.8 
10.8 
36.9 
12.3 
24.6 
21.0 
13.8 
31.3 
18.5 
12.3 
17.4 
15,9 
15.4 
11.8 
10.8 
12.8 
27.2 
* 
7.7 
ST 
% 
45.9 
46.4 
85.1 
39.8 
54.7 
26.0 
61.3 
33.7 
71.8 
28.2 
42.0 
42.5 
30.9 
72.4 
35.4 
25.4 
38.1 
39.2 
27.6 
21.0 
28.2 
23.2 
51.4 
17.1 
18.2 
* 
LT 
% 
13.8 
12.7 
39.8 
17.7 
29.3 
8.8 
34.8 
17.1 
37.6 
16.0 
21.5 
21.0 
10.5 
27.6 
13.8 
9.9 
16.6 
14.9 
14.9 
8.8 
9.4 
14.9 
24.9 
8.3 
8.3 
* 
Source: ITRC (2004) 
6. Measuring the Business Identity Fraud Risk 
Lack of adequate systems, procedures, and security standards in organizations can increase 
the risk of IDF for three major stockholders: 
- The business itself 
- The employee of the organization 
- Other organizations and customer that work with the organization. 
The measure of Business Identity Fraud Risk is a measure that can be developed for each 
organization to assess the level of vulnerability of these stakeholders to the IDF frauds. 
In the year 2000, the California-based Identity Theft Resource Center (ITRC)11 published 
an identity fraud test for measuring the individuals' level of IDF risk associated with their 
workplace, and the businesses that they frequently work with1 . The test consists of 15 
items, representing the IDF prevention strategies that businesses can employ. For any item 
that business follows correctly, the business receives one point. The business that receives 
higher points has a lower level of IDF risk for individuals that work for, or work in that 
business. Another example is the assessment tool of Consumer's Measurement committee 
of Canada , where they have presented the list of factors contributing to the IDF risk of 
businesses. 
7. Conclusion: Proposed Identity Fraud Measurement System 
In this paper a number of IDF measurement indexes from Canada, the United States, Japan, 
and Australia were presented. For measuring identity fraud w e propose a measurement 
system which enables us to assess five categories of IDF indexes, as follow: 
1 Types of IDF 4 Impact of Identity Fraud 
2 Methods of IDF 5 Business Identify Fraud Risk 
3 Transnational Identity Fraud 
7.1 Types of IDF 
The data regarding the number of each type of IDF can be gathered from individuals (ID 
holders), businesses (e.g. financial organizations), and government (e.g. courts, R C M P ) 
'\ http://vv-n-vv.idtheflcenter.org 
-http://www. idtheftcenter.org/factsheetl02.pdf 
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W e suggest that IDF measurement systems should measure the following types of IDF: 
- Investment Fraud 
- Online Auction fraud 
- Credit Card Fraud 
- Unauthorized phone or utility service 
- Bank Fraud (Checking / Saving) 
- Fraudulent Loans 
- Government Documents or Benefits/Government Fraud 
- Obtaining benefits, pensions or entitlements 
- Evading the payment of taxes, levies or other debts 
- Internet 
- Insurance 
- Utility Fraud 
7.2 Methods of TDF 
The information regarding the methods of DDF will be gathered from individuals (ID 
holders), businesses and government agencies (e.g. courts and R C M P ) . Based on the 
previously mentioned studies a handful of victims may not know how they became the 
victims of IDF. Unfortunately, the IDF victims are our major source of information for 
building this measure. 
The common methods of IDF based on our study are: 
- False Charities - Internet Solidification or Purchase 
- Phishing - Virus or other malicious code 
- Vishing - Illegal generation of S P A M email 
- Wallet or Purse Lost or stolen - Unauthorized access by an insider 
- Mail Theft or Fraudulent - Unauthorized access by an outsider 
- Address Change Filled - Employee identity theft 
- Application for Load or Job compromised - Sabotage by an insider 
- Employment Records Compromised - Sabotage by an outsider 
- Theft entered Premises 
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Another important issue is how the IDF victims discovered that they are victims of JDF. 
The answer to this issue will help us to provide better prevention measures. According to 
previous studies some of the c o m m o n ways that people discover that they have been 
victims of IDF are: 
- Monitoring account 
- Company notification 
- Theft victim 
- Whi 1 e obtai ni ng credit 
7.3 Transnational Identity Fraud 
In today's connected world, the thieves of identities may be located in a different country 
than where their victims are located. Therefore it is important to know the following: 
- What portion of IDF in Canada is done by ID thieves located in Canada? 
- What portion of the globally reported IDF is done by ID thieves located in Canada? 
7.4 Impact of Identity Fraud 
W e identified four types of impact of IDF on the businesses and individuals. These four 
impacts are: 
-Measuring the Direct Financial Cost of IDF. Direct cost of IDF includes the "money 
paid out of pocket" and "value theft obtained". This information can be gathered from 
IDF victims and businesses (e.g. financial institutes). 
-Measuring the Indirect Financial Cost of IDF. Indirect cost of IDF is linked to the 
expenses and time spent to "discover", "resolve", and "resolution" the problem and 
also "period of misuse" and "time to discover". 
-Measuring Non-Financial Impact of Identity Fraud. Non-financial impact of IDF 
includes the ways ID thieves can affect the future life and records of their victims. 
Some examples are these impacts include: 
-Counterfeit important identification documents such as passport or driver's license, 
and committing illegal activities with those identifications. 
- Ruined credit report of the victims 
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-Measuring Emotional and Psychological Impacts. Emotional and psychological 
•mpact of IDF victims is another aspect of "impact of IDF". Some of the emotional 
and psychological impacts include: 
-Impact of the Family 
-Level of support from the family 
-Lack of trust to do some routine activities e.g. online sales or purchase, or ... 
-Isolation 
-Anger 
-Personal financial/safety fears 
-Inability to concentrate 
-Decrease in productivity (of the victims) 
-Sleep Disturbances 
In our measurement of IDF these types of impacts of IDF can be assessed, by studying the 
individual victims of IDF. 
7.5 Business Identify Fraud Risk 
According to the methods of IDF, businesses can build measures for assessing the 
vulnerability of their organization and business processes, their partner companies, their 
employees, and their customers to IDF. This dimension of the study specifically measures 
the following three dimensions of business identity fraud risk: 
- IDF affecting employees 
- IDF affecting customers 
- IDF affecting business partners 
8. Future Studies 
Currently there is no widely accepted measurement system for assessing identity fraud. The 
use of different measurement systems and different interpretation of terminologies has 
created confusions in the precise assessment of IDF. This paper is the first step in 
academically developing a measurement system. More work on the IDF measurement is 
required for identifying the importance of measuring each dimension of our proposed IDF 
measurement system. Future studies in this area can also measure the importance of 
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measuring each dimension of IDF for different organizations. The results of these studies 
can be used as benchmarks for organizations such as Statistics Canada to produce 
customized statistics for different types of organizations in different industries. 
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